The human aspect, together with technology and process controls, needs to be considered as part of an information security programme. Current and former employees are still regarded as one of the root causes of information security incidents. One way of addressing the human aspect is to embed an information security culture where the interaction of employees with information assets contributes to the protection of these assets. In other words, it is critical to improve the information security culture in organisations such that the behaviour of employees is in compliance with information security and related information processing policies and regulatory requirements. This can be achieved by assessing, monitoring and influencing an information security culture. An information security culture can be assessed by using an approach such as an information security culture assessment (ISCA).
Introduction
Information security controls have an impact on organisational processes, technology and the manner in which employees process information. To implement information security practices effectively, organisations must ensure that the culture is conducive to the protection of information. Instilling a culture in which information is governed and protected by all employees at all times in accordance with organisational policy and regulatory requirements is by no means an easy task. It is crucial to understand the perceptions, attitudes and behaviour of the organisation's employees in order to shape the information security culture into one in which the nature, confidentiality and sensitivity of information are understood, and information is handled accordingly.
The pace at which technology is evolving makes shaping an information security culture difficult. The manner in which employees use new technology, such as cloud computing and mobile devices, to access and process organisational information creates new habits and is often a challenge for IT and information security departments, which need to implement controls to protect the organisation's information. A survey conducted by PricewaterhouseCoopers (2014) found that current employees (31%) and former employees (27%) still contribute to information security incidents. Interestingly, the survey results indicated that the number of actual incidents attributable to employees had risen by 25% since the 2013 survey. Research conducted by the Ponemon Institute (2013) indicated that breaches were attributable to human factors (35%), system glitches (29%) and malicious or criminal attacks (37%). An information security programme should therefore be holistic and cover elements from a human, technology and procedural perspective.
A security awareness and training programme is critical to ensure the success of an information security programme (PricewaterhouseCoopers 2014). However, many organisations do not yet have security awareness and training programmes in place. According to the PricewaterhouseCoopers survey (2014), only 54% of organisations in South America, 63% in Asia Pacific, 55% in Europe and 64% in North America have instituted information security awareness and training programmes. It is questionable how effective the information security awareness and training programmes are, as employees still contribute to information security incidents. This paper illustrates the application of the information security culture assessment (ISCA) in an empirical study that provided the opportunity to assess the effectiveness of the theoretical ISCA developed during previous research. The impact of information security awareness and training programmes as measured through ISCA is analysed to ascertain whether a focus on these aspects could contribute to instilling a stronger information security culture. A stronger information security culture can significantly improve the protection of information, minimise employee-related risk, and enhance compliance with information security and related policy and regulatory requirements. The content and focus of information security awareness and training programmes are essential to ensure their effectiveness. This can be established by conducting ISCA to tailor the audience groups, content and focus of awareness and training programmes so that they will positively influence the information security culture. In addition, ISCA can help management to identify other factors that might influence the information security culture, such as trust, leadership or change management, which, together with training and awareness, can have a positive influence on the information security culture.
Background
The human issue in the context of the processing of information is as important as technology and procedural controls in the protection of the organisation's information assets. Various researchers have focused on the threat that employee behaviour poses to information assets and the extent to which information security constitutes a human issue where perception, attitude and behaviour aspects need to be considered (Ashenden 2008 , Thomson et al. 2006 , Herath and Rao 2009 , Kraemer et al. 2009 , Furnell and Clarke 2012 , Furnell and Rajendran 2012 , Padayachee 2012 , Crossler et al. 2013 , Flores et al. 2014 .The perception, attitudes and behaviour of employees become part of the organisation's culture, and are manifested in the way employees process information. The manner in which employees process and interact with information could be in compliance with the information security policy, but could also pose a threat to information if controls are circumvented. An information security culture develops where employee perception, attitudes and behaviour either contribute to the protection of information or pose a threat to it.
Information security culture has been studied by a number of researchers. Some have focused on defining an information security culture (Nosworthy 2000 , Kuusisto and Ilvonen 2003 , Schlienger and Teufel 2002 , Furnell and Thompson 2009 , Van Niekerk and Von Solms 2010 or developing an improved understanding of the concept (OECD 2005) . Various research studies have concentrated on the principles (Zakaria and Gani 2003, OECD 2005) and frameworks (Martins and Eloff 2002 , Dojkovski et al. 2007 , Ruighaver and Maynard 2006 , Van Niekerk and Von Solms 2006 on which an information security culture could be based. A number of research perspectives take organisational cultural levels (Martins and Eloff 2002 , Zakaria and Gani 2006 , Thomson et al. 2006 , Ruighaver and Maynard 2006 , Van Niekerk and Von Solms 2006 , Da Veiga and Eloff 2010 and organisational behaviour levels (Martins and Eloff 2002, Da Veiga and Eloff 2010) into account when defining information security culture. Others (Martins and Eloff 2002 , Schlienger and Teufel 2005 , Da Veiga and Eloff 2010 have conducted in-depth research to define a way in which to cultivate and assess an information security culture. Some researchers have specifically investigated the behaviour of employees and their interaction with information systems (Stanton et al. 2005 , Thomson and Von Solms 2005 , Albrechtsen and Hovden 2010 .
In order to influence employees, various information security controls (e.g. awareness, training and monitoring) and processes (e.g. risk assessments) must be implemented, which will contribute to change the information security culture (Nosworthy 2000, Vroom and Von Solms 2004) . In 2003, Von Solms and Von Solms suggested that an information security culture could be cultivated through an information security policy and that communication and education are fundamental to manifest the policy requirements in employee behaviour. The information security policy, together with awareness, can help to create the desired level of information security culture (Gaunt 2000, Herath and Rao 2009 ). Thomson, Von Solms and Louw (2006) proposed the Information Security Shared Tacit Espoused Values (MISSTEV) model. The aim of this model is to create information security obedience, which, they argue, could lead to the cultivation of an information security culture. Van Niekerk and Von Solms (2005) defined an outcomes-based framework for culture change. The framework considered outcomes-based education, organisational learning and corporate culture as means to shape the knowledge and attitude of employees with regard to information security. They furthermore compiled a framework (Van Niekerk and Von Solms 2006) using the organisational culture levels of Schein to better understand information security culture.
Some researchers (Nosworthy 2000 , Thomson et al. 2006 , Parsons et al. 2010 , Herold 2011 argued that training and awareness help to improve an information security culture and contribute to the protection of information from an employee perspective. According to Rebecca Herold (2011) , information security (and privacy) training is one of the most effective methods by which a business can safeguard its information assets. The ISO/IEC 27002:2013 standard includes awareness, training and education as controls that organisations need to implement as part of the code of practice for information security management. According to ISO/IEC 27002:2013, all employees should receive awareness training and updates relating to the organisational policies and procedures relevant to their job function. Training should, moreover, cover the following: security requirements; legal responsibilities and business controls; the correct use of information processing facilities (e.g. log-on procedure), and the use of software packages and information about the disciplinary process.
It should, in addition, be relevant to the employee's role, responsibilities and skill; include information on known threats; and include information on whom to contact for further security advice and the proper channels for reporting information security incidents. Drevin, Kruger and Steyn (2007) introduced the concept of value-focused assessment of information communication and technology (ICT) security awareness in an academic environment. They used the value-focused assessment methodology to determine information security values, which can be converted to objectives. They argue that "the objectives can serve as a basis for decision making and to guide the planning, shaping and development of ICT security awareness programmes and ultimately to influence the general information security culture in a company." They further argue that awareness programmes are essential to develop and grow a strong ICT security culture.
Studies have also focused on what components an information security awareness programme should consider (Rezgui and Marks 2008 , Albrechtsen and Hovden 2010 , Parsons et al. 2014 ) and how messages can be conveyed focussing on personality types (Kajzer et al. 2014) ; others, by contrast, have defined awareness models (Kritzinger and Smith 2008) as ultimately instilling corporate information security obedience where the vision of senior management has been realised (Thomson and Von Solms, 2005) .
Awareness and training can be used to influence the attitude and perceptions of employees positively with regard to information security (Ashenden and Sasse 2013, Ifinedo 2014) . A research report of the Command, Control, Communications and Intelligence Division Defence Science and Technology Organisation of Australia (Parsons et al. 2010 ) investigated the influences on human factors in the information security environment. The authors of the report argue that one of the most effective countermeasures against human factor threats to information security are security awareness, training and education. It is, however, vital to conduct a needs assessment first to ensure that the awareness programme is successful. They also recommend evaluation of and feedback on the awareness programme to ensure its effectiveness in achieving the desired objectives, of which one would be to instil a strong information security culture.
Da Veiga and Eloff defined and validated ISCA in previous research (Martins 2002 , Martins and Eloff 2002 , Da Veiga and Eloff 2010 . The ISCA instrument focuses on the human element by providing an approach that can be used to cultivate, assess and monitor an information security culture. The output of ISCA is used to identify what components an organisation needs to enhance or improve the protection of the organisation's information from a human perspective. The objective is to instil a stronger information security culture. This is achieved by monitoring the information security culture using ISCA to assess employee knowledge, attitude, perceptions and behaviour in relation to information security. The results obtained from ISCA can be used to direct human interaction with information assets and thereby minimise the threats that user behaviour poses to the protection of information. ISCA can also be used to identify what awareness and training should be conducted in the organisation to instil a stronger information security culture.
The information security culture can be measured over a period of time to benchmark empirical data to establish whether the information security culture has improved from one assessment to the next, and whether the developmental actions influenced the information security culture positively.
These perspectives all suggest that information security training and awareness have a positive effect on information security culture. However, they are not based on empirical data measuring an information security culture to ascertain the influence of information security training and awareness on it. The influence of information security training and awareness on information security culture can be verified by means of empirical data to confirm the theoretical perspectives. Information security culture must be measured and monitored over time using a valid and reliable questionnaire to confirm that the information security culture has indeed been assessed and monitored and to make it possible to draw conclusions on the impact of training and awareness. ISCA is carried out via a valid and reliable information security culture questionnaire, whose application can be tested and the effectiveness verified. At the same time the data can be analysed to identify any correlations with information security training and awareness to support the research perspectives from an empirical point of view.
The aim of this paper
This paper discusses a case study of an international financial institution where ISCA was conducted at four intervals (i.e. four assessments) over a period of eight years across twelve countries to establish the effectiveness and practicality of the application of ISCA. ISCA was utilised as part of an organisational project to establish what level of information security culture is present in the organisation, to identify improvements, to benchmark the data from one assessment to the next so as to monitor changes, to identify trends, and to continuously improve the information security culture so as to minimise risk from an employee perspective.
In this paper we intend to illustrate how ISCA was applied to assess the information security culture in the organisation. The empirical study aims to illustrate how an information security culture improves if it is monitored and if aspects identified through ISCA are considered. The study reported on provided empirical evidence of the significant influence that focused training and awareness have over a period of time in instilling a stronger information security culture. 4. What is an information security culture? Schein (1985) defines culture as "a pattern of basic assumptions -invented, discovered, or developed by a given group as it learns to cope with its problems of external adaptation and internal integration -that has worked well enough to be considered valid and, therefore, to be taught to new members as the correct way to perceive, think, and feel in relation to those problems". According to Schein (1985) , the core substances of corporate culture are the basic assumptions, attitudes and beliefs of employees, which relate to the nature of people, their behaviour and beliefs. Assumptions are values that become embedded and, as a result, are almost taken for granted. These basic assumptions are non-debatable and non-confrontable.
Organisational or corporate culture is expressed in the collective values, norms and knowledge of organisations. Values relate to people's sense of how things ought to be. Many values are adopted consciously and guide the actions of employees (Schein 1985) . Such norms and values affect the behaviour of employees and are expressed in the form of artefacts and creations. Artefacts are the visible output of a culture, for example, written or spoken language, or the way status is demonstrated (Schein 1985) .
Information security culture refers to the shared values ("what is important") and beliefs ("about how things work") that people in the organisation share with regard to information security. It interacts with the organisation's systems and procedures to influence behaviour ("the way we do things around here") (ISF 2000) . Information security culture has three focus areas, namely, artefacts and creations; collective values, norms and knowledge; and basic assumptions and beliefs (Schlienger and Teufel 2002 ).
An information security culture consists of the manner in which employees perceive and interact 
Assessing the information security culture
The verb "assess" means "to estimate the value or quality of" (Oxford 1983 (Oxford , 2005 . "Assessing" in the context of ISCA refers to identifying whether the level of information security culture is adequate to protect the confidentiality, integrity and availability of information from an employee perspective.
Determining whether the information security culture is at an adequate level requires that a value be determined for it. As part of the research reported on in this paper, this value was determined through a quantitative assessment; this method has been used successfully by researchers in the past (Straub 1990 , ISF 2000 , Straub et al. 2004 , Schlienger and Teufel 2005 , Siponen et al. 2007 ).
Questionnaires and surveys are research tools widely used within the social sciences (Brewerton and Millward 2002) to measure behavioural content pertaining to attitude and opinions (Berry and Houston 1993) . To assess the information security culture in an organisation, the attitude and opinions of employees regarding information security need to be determined (Krejcie and Morgan 1970) . Through such an assessment, management can measure employees' perception of information security and identify aspects that require attention so as to improve the information security culture to an acceptable level and in that way protect information.
ISCA involves an information security culture questionnaire developed by the researchers Da , and Da Veiga and Eloff (2010) . The focus of the research reported on here was on assessing employees' perspectives and knowledge pertaining to the protection of information. A highlevel assessment of artefacts was included in the assessment methodology for a holistic assessment of the information security culture output, but this paper does not extend to a discussion of the actual measurement of artefacts.
ISCA is used to identify whether there is an acceptable level of information security culture. This means that the information security culture has to provide adequate protection of information, thus minimising the threat to its confidentiality, integrity and availability. The overall results may be positive, or alternatively only certain dimensions, statements, or biographical groups may display positive results. From an assessment perspective, this would mean that employees selected the "strongly agree" or "agree" option for the statements/questions asked in the questionnaire, utilising a 5-point Likert scale. If the overall results are positive for certain biographical areas, it means that employee perceptions regarding the protection of information are positive, which could indicate an acceptable level of awareness, that information security policies are understandable, that change is implemented effectively, that there is management commitment, and that training is effective. A positive or strong information security culture enables employees to interact with information in a more secure manner, creates an environment where compliance behaviour is the accepted norm, and ultimately reduces information security incidents.
A negative or weak information security culture could result in employees not interacting with information in a secure manner. For instance, employees might find nothing wrong in sharing passwords, or might value meeting customer expectations above compliance with policies.
Employees might not exhibit compliance behaviour. For example, they might not encrypt sensitive transfers of information, or not comply with a clear desk policy. This means that although there might be adequate technology and processes in place, employees might circumvent controls because of their perception of or attitude towards the information security policy requirements. This could stem from the manner in which the organisation introduces the requirements to employees. The information security policy might not be understandable, communication might not be clear or consistent, employees might not be involved in change, management might not set the appropriate example, or there could be a lack of resources such as shredders or lockable cabinets.
The output of ISCA can be used to update information security policies; to provide input for awareness and training programmes, the information security strategy programme and change management programmes; and to guide the focus of external audits. This aids in establishing a structured approach to transforming teams, individuals and the entire organisation to handle information in line with the organisation's information security policies.
The research methodology
Quantitative research was conducted in the form of a case study in which ISCA was conducted at four intervals over a period of eight years. The phases of the research methodology include planning, design, survey administration, statistical analysis and reporting. A comprehensive discussion of the application of the research methodology in the case study follows with reference to the research methods used.
Planning
The case study organisation embarked on a journey to foster a strong information security culture across the organisation. Their objective was to instil a culture in which information security practices became part of the "way things are done" in the organisation. Under the direction of the Group Information Security Officer (ISO), four ISCAs were conducted over a period of eight years -the first The planning phase was used to identify potential stakeholders. A kick-off meeting was held with the project sponsor, in this case, the Group ISO. During this meeting, a high-level discussion of the information security policy and projects in the organisation took place. Information about training and awareness initiatives in the previous year was also obtained. Relevant information security policies were obtained for background purposes and to customise the ISCA questionnaire. A list of information security awareness topics and training was also obtained in order to incorporate questions about these initiatives in the questionnaire.
The planning activities were repeated for each of the four assessments. In some instances additional questions were added, based on changes in the business pertaining to that year's assessment. As part of the planning phase, a project plan was developed to track the project phases, deadlines and activities. Meetings were also conducted with the Communications Department responsible for communicating the survey to the employees, as well as with the Information Technology Department to arrange access for employees to the survey.
Design

Measurement instrument
The objective of the design phase was to design or customise the survey questionnaire. The ISCA questionnaire was chosen as the research questionnaire, as it assesses information security culture based on a theoretical information security culture model, and was validated in previous research (Da Eloff 2010) . By utilising ISCA again and further customising it, the authors aimed to determine whether it can be used in conjunction with specific interventions to influence the information security culture positively over a period of time.
The ISCA questionnaire was customised with the input of the case study organisation. Customisation was necessary, as the information security maturity level of each organisation varies. For example, one organisation might have an implemented information security policy, all employees might have received related training, and their compliance might be monitored. Another organisation might have a draft information security policy that has yet to be implemented. These aspects need to be considered when customising the ISCA questionnaire, to ensure that all questions/statements are relevant to the organisation's environment.
In the case study organisation, a questionnaire customisation workshop was conducted to develop the knowledge questions and biographical questions, and to adapt the culture questions to the language policy of the organisation. Forty-four culture questions were included in the questionnaire, in line with the previous information security culture constructs developed Eloff 2010) . Responses to the culture questions are measured using a 5-point Likert scale (Strongly Disagree, Disagree, Unsure, Agree, Strongly Agree). The scale indicates the respondents' degree of agreement or disagreement with the statements made in each case (Dillon et al. 1993 ). The option "Unsure" was included at the request of the organisation concerned. It was imperative to keep the culture questions the same to allow benchmarking.
The final culture questions were grouped in the following eight dimensions (constructs) to gauge the perceptions of employees with regard to the protection of information: Eighteen knowledge questions were included, based on the organisation's information security policies, relevant information security projects and awareness initiatives. The knowledge question scales varied, depending on the type of question. For the majority of the knowledge questions, a "Yes/No" response was required. The objective of the knowledge questions was to gauge the awareness of employees regarding certain information security policy concepts and aspects that they were expected to be familiar with. The knowledge questions are used as input into the action plans and to determine specific trends.
Biographical questions were included to segment the data into twenty-seven regions (including provinces in the breakdown for a total of twelve countries), thirteen business units, and three job levels. A single response scale was used for the biographical questions. The biographical section of the questionnaire was updated at each assessment to accommodate the organisation's structural changes. An additional question was added to segment the data into employees who had attended information security awareness training and those who had not. Another question was added to segment the data into employees working in IT and those working in other business areas. The objective of the biographical segmentation was to identify areas of development across the organisation on which to focus efforts and interventions to improve the information security culture.
The administration of the survey
The administration phase of the survey included the completion, monitoring and finalisation of the survey. Survey Tracker (2015) software was used to distribute, capture and conduct the survey analysis. The ISCA questionnaire was designed in HTML format using Survey Tracker according to the scientific rules of scales and question types built into the software.
The Group ISO sent out the launch e-mail with the survey link to the electronic HTML survey, as well as the reminder e-mails. To encourage participation, employees had the option to participate in a competition, and in so doing stood a chance to win a prize. As the completion of the questionnaire was anonymous, employees were required to provide their e-mail address at the end of the questionnaire, and this was administered outside of the organisation to protect employees' confidentiality.
On each of the four assessment occasions, employees were given a four-to six-week period to complete the survey. The survey was only open for the agreed weeks during each of the four assessment occasions, and data were thus collected only then.
Sampling and biographical data
The ISCA questionnaire was sent out to all employees in the organisation on each assessment occasion. This method is referred to as convenience sampling (Brewerton and Millward 2001) . Cross- Non-managerial employees represented almost two-thirds of the responses in 2013, with the rest being managers. Less than 3% of the respondents were executives. Table 2 shows the percentage of responses received per country for each of the four surveys. The most responses were received from South Africa -Johannesburg, and the United Kingdom -London, where the head offices are situated. 
Statistical analysis
The statistical analyses focused on an overall analysis of the data and a comparative analysis for the biographical areas for the data of the four assessment occasions. The data were analysed and the means, frequencies and frequency distribution determined using Survey Tracker.
The SPSS (2013) software package was used for the advanced statistical analyses. Regression analyses were conducted to determine the most important focuses for the 2013 data. ANOVA and ttests were used to determine significant differences between the results of the statements for the biographical groupings. The t-test compares the results of two groups to determine whether the differences are significant. These tests were used to determine differences in the comparative analysis of biographical areas (Brewerton and Millward 2002) . ANOVA tests are used to compare the results of more than two groups to determine whether the differences are significant.
To further enhance the research methodology, focus groups were used to validate the survey results, concentrating on both positive and developmental results and also obtaining employees' input for recommendations and the development of action plans. The feedback from the focus groups largely correlated with the survey results. The results of the focus groups are not included in this paper.
Descriptive and multiple regression analysis were further conducted to understand the impact of training on the information security culture using the 2013 data.
Descriptive statistics
The overall results for the 2013 survey are displayed in Table 2 . These results indicate that only two of the dimensions are below the proposed cut-off of 4.00 for the mean. A cut-off point of 4.00 for the mean was deemed acceptable for the information security assessment. This cut-off is used because the consequences of non-compliance with the information security requirements could result in the realisation of risk. If just one employee fails to comply, or is not aware of how to process information securely (preserving the confidentiality, integrity and availability of the information), this could result in realisation of risk.
All constructs reveal significant correlations, but none are above .80, which is an indication of a low degree of multicollinearity. It is important to note that the construct of training indicates significance, but low relationships with the other constructs. This is expected, as this construct does not measure any aspects pertaining to the protection of information. Table 3 
Benchmarking statistics: Dimension means of all four assessment occasions
Benchmarking statistics: Country means for all four assessment occasions
The information security culture improved from one assessment to the next, as is evident in the country comparison of the ISCA averages for the culture statements depicted in Figure 1 . The results indicate that the information security culture improved and that employees had a more positive attitude towards information security. Their knowledge about information security improved, and a stronger information security culture was ultimately fostered over time. Australia. Countries that had fewer than five responses or that were not included in the survey for a specific year owing to structural changes are not included in Figure 1 .
The impact of national culture on information security culture in an organisation, which has the potential to contribute either positively or negatively to changing employee behaviour (Martins and Martins 2003) , did not form part of the research reported on here. As found by Hofstede (1980) in his cultural research on work related values, the impact of national culture on organisational culture is an important consideration. As information security culture forms part of organisational culture, the impact should be further researched as part of on-going research. The overall information security culture among employees who attended prior information security training was stronger than that among those who did not attend prior training. This is evident in the data emanating from all four assessments, as depicted in Table 5 . A t-test was performed to establish whether the overall information security culture among employees who had received prior training was significantly more positive than that of those who had not. The results relating to the employees who had received prior information security training were more positive in all four years compared with those who had not. The assumption can be made that if employees undergo information security training, they are more aware of the information security policy requirements applicable to them, and their understanding of how to protect information increases. This could contribute to a higher level of compliance and, ultimately, foster a stronger information security culture. Note: * prior IS training significantly better than no prior IS training Based on the survey findings and other mentioned research dealing with the positive influence information security training has on the information security culture, an additional dimension was added to ISCA specifically to measure information security training requirements. Table 6 shows the two additional statements that were added to the ISCA questionnaire. The percentage of employees who believed that the information security awareness initiatives were successful increased significantly from 2010 (66.1%) to 2013 (69.4%). With 72.8% of employees having received prior information security training and developed greater awareness, the need for training was significantly reduced from 64.9% in 2010 to 61.6% in 2013. Two-thirds of the employees indicated that they believed there is a need for additional training, which emphasises the importance of focusing on information security training. Note: * significant improvement or decline compared with previous year ** Negatively phrased question, results were reversed.
Benchmarking statistics: IT versus non-IT employees on all four assessment occasions
Employees working in IT were significantly more positive compared to employees who did not work in IT, for 2013 (4.15 versus 4.09) and 2006 (3.99 versus 3.88 ). This may be because employees working in IT are required to implement and monitor the technical information security controls and have a more in-depth understanding of the IT environment. This could be leveraged off to provide support to employees when deploying information security controls. IT employees can participate in forums and discussion groups and training to provide more insight into and guidance on handling organisational information more securely. Table 7 indicates five of the most positive statements and the means for each statement for each of the respective years. Note: * significant improvement compared with previous assessment In summary, it was found that employees believed themselves to have a responsibility to protect the organisation's information and that information security was necessary in their divisions. They were aware of the information security policy and believed it to be applicable to them in their daily duties.
Statistical analysis: Statements with significant differences
Most respondents indicated their willingness to accept some inconvenience in order to secure important information, and their preparedness to change their working practices to ensure the security of information assets. Respondents were of the view that executive and senior management demonstrated commitment to information security. Interestingly, the most preferred method for receiving information security communication was face-to-face presentations, followed by web-based training and e-mail.
Reporting
During the reporting phase, the statistical analyses were interpreted and areas of development identified. Once the report was compiled, a formal feedback session with the Group ISO and relevant stakeholders was conducted.
The developmental areas for countries and business units were identified and specific actions pinpointed for each. Most of the developmental areas for the countries and business units correlated with the overall data, with the exception of a few specific areas. One of those areas was password sharing.
The percentage of employees who reported being aware of colleagues sharing passwords decreased from one survey to the next. As many as 20.6% of the employees in 2006 indicated that they knew of colleagues sharing passwords. This decreased to 13.5% in 2013. Password sharing is still deemed to be a developmental area, with passwords being shared as follows: with helpdesk (9.2%), with managers (2.1%), with secretaries (0.4%) and with colleagues (0.9%). incident is, they will be able to identify and report incidents more effectively.
It could be of value for future research to validate the ISCA results against the actual incidents that were reported and that occurred each year. The expectation is that the actual incidents will be lower if the information security culture is stronger, provided that technical and operational controls are in place. As employees become more aware of what constitutes information security incidents, they may report more incidents. This would create further awareness, and the culture may change from a reactive culture to a proactive incident prevention culture.
Improving the information security culture at the case study organisation
To improve the information security culture level further, specific topics were identified per biographical area for management to concentrate on during training and awareness sessions, as indicated in the section focusing on the developmental aspects. The Group ISO concentrated on training as the main improvement action in each country, in line with the recommendations of each assessment.
Recommendations pertaining to the information security policy, reporting of incidents and the protection of client information when it is taken off-site were supplied to the organisation, in accordance with data protection regulatory requirements.
Areas in the knowledge section requiring improvement related to: A multiple regression (stepwise method) analysis (Howell 1995) was performed to determine whether a focus on one variable (e.g. information security management) might improve any aspects of the information security culture. The multiple regression analysis was only conducted for the 2013 data to determine whether training had a significant impact on the information security culture following the training in the previous years and adding the training dimension in the 2010 questionnaire. The results of the multiple regression analysis can be found in Table 8 . The strength of the relationship between variables is reflected by the coefficient (Beta value). A high absolute t value and a low significance value suggest that the predictable variable (dimensions in ISCA) has a significant effect on the dependent variable, namely, the information security management dimension.
To improve information security management still further, a focus on the following dimensions would have the most impact, as indicated in Table 8: 1. Change management 2. Information security programme
Training and awareness
The results indicate that a focus on these three dimensions would influence the information security management dimension positively. It is important to note that all three dimensions include aspects of training. This reinforces the value of training as a way to improve information security and, in consequence, the information security culture. The latent value of training and awareness is high, which indicates a small degree of multicollinearity with the other dimensions. The adjustable R Square indicates that the model predicts 47% of the variance in the information security management construct.
The results in Table 8 further indicate that there are negative Beta values for both information security leadership and trust. A possible explanation is that these two constructs focus more on organisation culture than on information security. As indicated in Table 2 , the two constructs reveal moderate to high correlations with the other constructs, suggesting that they have an important influence on information security culture. 1. Dependent variable/constant: information security management dimension. 2. Standardised coefficients (Beta) give a measure of the contribution of each variable. It is the regression coefficient that results from the unstandardised coefficient data that has been standardised to have a mean of 0 and a standard deviation of 1 on each variable.
Discussion
The answer to the first research question, namely: "Does the implementation of the recommendations of each ISCA result in an improved information security culture?" is evident from the improvement in the overall culture means from one assessment to the next, with the most positive results obtained in 2013. The theoretical ISCA developed in previous research is proven to be effective and practically implementable by yielding results over a period of time relating to the improved information security culture, provided the action plans identified in the ISCA are implemented.
The results for the respective dimensions and biographical groups improved from one assessment to the next, with a number of statistically significant improvements at statement level. ISCA serves as an effective tool to conduct a needs assessment or to benchmark the degree to which an information security culture exists in an organisation. The output appears to be effective in identifying specific focus areas such as training and change management that require further development. ISCA is beneficial in identifying specific biographical groups (e.g. job levels, business units, regions or generation groups) that require improvement as well as the specific aspects to focus on for each (e.g.
to read the policy, address management commitment, address perception regarding password sharing). Implemented practically, ISCA thus appears to be successful as a tool to achieve the continuous improvement of an information security culture.
The answer to the second research question, namely: "Does information security training positively influence the level of the information security culture?" is to be found in the empirical evidence emanating from the study reported on in this paper. Employees who had received prior information security training responded more positively than those who had not. This was evident in the comparison analysis of the four assessment occasions and the t-tests. The additional training and awareness statements that were added indicated that employees required information security training in order to protect information further. After eight years of information security training and initiatives to improve the information security culture, two-thirds of the employees continued to indicate that they felt additional training to be necessary; this constitutes evidence of the importance of focusing on information security training. The results of ISCA showed that those employees who attended information security training appeared to demonstrate a more positive (shared) information security culture than those who did not.
The regression analysis indicated specific dimensions requiring management's attention to positively influence the information security culture. The dimensions to focus on will differ from one organisation to the next, as well as from one ISCA to the next in the same organisation. One of the benefits of ISCA is that it makes it possible to identify those aspects that will contribute the most to improving the information security culture. Although training and awareness were found to be critical for the case study organisation, a number of other factors can also play a role in improving the information security culture.
The value of the ISCA questionnaire
The ISCA questionnaire was subsequently administered in a number of organisations in South Africa.
The case study organisation was the only organisation to date in which four ISCAs were conducted in order to derive benchmark data for a specific organisation over a period of time in order to ascertain a long-term influence. The organisations that participated in the ISCA assessments used the output of the assessment for various applications. The case study organisation used the ISCA results mainly to tailor and focus awareness and training programmes across business units and countries. It was also used by the Group ISO to update the group information security policies. The empirical data enabled the Group ISO to provide evidence of an improved information security culture and greater information security awareness among employees. This added significant value in demonstrating that the resources deployed to implement action plans were successful across business units and countries. The output of ISCA was also considered in directing internal audit initiatives by identifying high-risk business units, such as those where employees shared passwords or where employees indicated that they did not understand the information security policy.
The ISCA questionnaire is a flexible instrument that can be adapted for various industries, organisational sizes and countries, and different levels of maturity of information security programmes. Where possible, the ISCA dimensions are retained to preserve the content validity of the questionnaire. Additional statements are usually added as separate dimensions, as in the case study organisation, where the training and awareness dimension was added. A project management dimension was added in another ISCA assessment, because the organisation's information security initiatives were driven through formal projects. In all the ISCA assessments, as in the case study organisation, ISCA was used as part of a wider information security programme to address the human aspect together with procedural and technology projects to mitigate risks to information.
Various technologies are available for conducting surveys, allowing for ISCA to be administered in organisations throughout the world. In the case study organisation, Survey Tracker was used as the software for administering the survey. Employees in various countries accessed the survey via the internet. Paper questionnaires are another option that can be considered if not all employees have access to computers. This was, for instance, the case in another organisation that had offices in Africa with limited internet connection. ISCA has also been administered in an organisation that opted to make the questionnaire available to their employees in more than one language, in that case English and French. The organisation provided the translation. These are just a few examples of the scalability of ISCA for use across various industries, locations and organisational sizes. This is part of ongoing research, and the ISCA questionnaire is improved with each assessment. The customisation of the questionnaire requires that a validity and reliability analysis must be conducted each time ISCA is administered. It will be beneficial if certain statements in ISCA are fixed (i.e. cannot be customised or removed). This will allow industry and country benchmarking between ISCA assessments of different organisations and will also ensure that a valid and reliable questionnaire is used at all times.
Conclusion
The objective of ISCA is to help organisations foster an information security culture in which the nature, confidentiality and sensitivity of information are understood, and information is handled accordingly by employees. ISCA aids in identifying the components (leadership, trust, etc.) an organisation needs to enhance or improve the protection of the organisation's information from a human perspective. The output of ISCA provides metrics that can be used to highlight specific focus areas for the organisation to concentrate on, thereby enabling the workforce to align themselves with the organisation's information security requirements.
The research provides empirical evidence that an information security culture can be influenced positively by using ISCA and implementing the recommendations emanating from the empirical data.
The empirical data show that training and awareness have a significant positive impact on the information security culture in an organisation. Many aspects influence an information security culture positively, such as a focus on change management or the information security programme. Naturally, these aspects are different for each organisation, but ISCA aids management in determining where to focus. This helps the organisation to optimise money, resources and time spent on cultivating an acceptable information security culture and to prevent overinvestment in, for instance, business units or countries where the information security culture is already at an acceptable level. ISCA raised awareness in the case study organisation regarding the protection of information, and thus contributed to cultivating an information security culture. Employees who received information security training appeared to have a more positive information security culture (shared culture) than those who did not undergo such training.
In summary, the research illustrates that the level of an organisation's information security culture can be improved by means of ISCA, and through implementing the proposed recommendations; moreover, the application of ISCA in a range of contexts contributes to the relevance and effectiveness of this instrument. Value is derived by attending to the developmental areas identified by means of ISCA through specific action plans. Focusing on information security training and awareness has a positive influence on the information security culture and enhances the information security culture over a period of time. Through a positive influence on the information security culture, the human element is considered and employee behaviour directed through the corrective actions implemented.
The findings of the research reported on in this paper are of particular importance to ISOs, risk and compliance officers and information security managers. ISCA can aid management in directing and prioritising information security awareness and training, because it highlights the topics and biographical groups in the organisation that require attention. It provides insight into possible approaches that organisations can adopt to reduce the risk to the protection of information from an employee perspective. The trends identified in the case study also indicate how an information security culture is inculcated at an acceptable level in an organisation.
ISCA could be improved in future research by drawing a correlation between the employee perception on reporting incidents and the actual incidents reported. This would help to determine whether fewer incidents occur as the information security culture becomes more entrenched. The ISCA approach can be improved by incorporating linkage research (Wiley and Brooks) to verify whether employees' perceptions, as measured through ISCA, are in line with their compliance behaviour, verified through interventions such as compliance assessments, IT audits and monitoring.
This research paper focused on the impact of training and awareness. However, the data can be analysed further to determine the impact of other factors, and to draw more correlations, such as the impact of reading the information security policy compared to employees who did not. The questionnaire could also be improved by conducting further reliability and validity tests, determining the factorial invariance across countries and considering the impact of national culture. It would also be beneficial to industry to identify fixed questions in the ISCA questionnaire that can be used to benchmark information security culture data across organisations.
